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The technological advancement of 21st century policing, including biometrics
such as facial recognition, safe-street lights, license plate readers, gun shot detectors,
officer’s body-worn cameras and drones, will challenge the fragile line between
advancing our communities public safety while not infringing the constitutional
protection of our citizen’s individual privacy rights.

Types of Technologies:

-“Facial Recognition technology works by capturing, indexing, and scanning
databases of millions of people’s faces-641 million as of 2019, in the case of the FBI’s
recognition unit-to identify similarities” (Bhuiyan). “Facial recognition technology
automates the process of comparing one photograph to other photographs to find
potential matches. The primary government applications for facial recognition in the
United States are identity verification, security, and law enforcement
investigations” (IACP).

-Technologically advanced “Smart Streetlights” are, “...Fixtures of the

international ‘smart city’ landscape...equipped with features that can monitor traffic,
weather, and other urban phenomena” (Holder).

-“A hot list is for vehicles of interest wanted in crimes or linked to people of
interest in criminal investigations. Software will automatically compare a license plate
recorded by the (Automated License Plate Reader) to see if it matches any on the hot
list” (CBS).

-"Acoustic gunshot detection is a system designed to detect, record, and locate

the sound of gun fire and alert law enforcement. The equipment usually takes the form



of sensitive microphones and sensors. They are usually mounted on street lights, or
other elevated structures” (Acoustic).

Legal & Requlatory Structures:

Under Assembly Bill 1215, “Police departments and law enforcement agencies
across the state of California will have...to end any existing use of face recognition on
body-worn cameras” (Guariglia). “This bill would prohibit a law enforcement agency or
law enforcement officer from installing, activating, or using any biometric surveillance
system in connection with...or data collected by an officer camera” (A.B 1215). This bill
will be in affect until January 2023.

In 2019, Clearview Al allowed over 600 law enforcement agencies to search
through “an internal database of more than three billion images (from Google,
Facebook, Twitter, IG and others)...to upload an image-if there’s a match-see public
photos of the person” (Hernandez). “Federal and state law enforcement officers said...
they had used (the Clearview) app to help solve shoplifting, identity theft, credit card
fraud, murder and child sexual exploitation cases” (Hill).

In January 2021, Los Angeles Police Commission approved the limited use of
facial recognition technology which, “Allows detectives to compare photos of crime
suspects to millions of L.A. County inmate mugshots. (LAPD) can only use the
database to help them in criminal investigations, and when they need to identify
incapacitated, unconscious or dead people” (Cain).

Engagement:

San Diego Police Department, Captain Jeff Jordan explains the importance of

departmental collaboration as well as proactive community engagement for the use of



this new and advancing technology in the community. “You need to define quickly
what technologies...what use policies you do have, how they're funded, how you're
using grants, and you'd better in short order make an inventory.. and not just within
your own organization. This impacts the entire city...a collaboration city wide...with
our federal law enforcement partners, of other local agencies, including investigative
bodies within the City Attorney's office, the District Attorney's office...and a kind of a
monumental year ahead of us as we look to overcome these challenges” (Jordan, 5.1).

“Facial recognition technology has always been controversial. It makes people
nervous about Big Brother. It has a tendency to deliver false matches for certain
groups, like people of color. And some facial recognition products used by the police...
haven’t been vetted by independent experts” (Hill). This lack of trust in the use of
these types of technology in the hands of law enforcement in certain communities
needs to be addressed, and the communities reassured that their data won’t be
compromised and used in an unreasonable and unscrupulous manner.

“l think that's really the hallmark of community policing, understand
expectations of the community, understand where we agree. We all want thriving, safe
environments...law enforcement always hasn't got it right in regards to surveillance or
overstepping, or infringement on people's privacy rights. We have an opportunity to
learn from that and get better from that” (Jordan, 6.1).

Privacy & Ethical Considerations:

“Research shows that the technology has fallen short in correctly identifying

people of color. A federal study released in 2019 reported that Black and Asian people

were about 100 times more likely to be misidentified by facial recognition than white


https://www.washingtonpost.com/technology/2019/12/19/federal-study-confirms-racial-bias-many-facial-recognition-systems-casts-doubt-their-expanding-use/

people” (Bhuiyan). Civil Rights activists are also concerned of the long term
ramifications and backlash of this technology. “Facial recognition poses a significant
threat to civil liberty and racial justice” (Hernandez). An individual could be deterred to
protest as they would be concerned that potential photos of them participating could
be negatively used against them for future employment purposes.

“Governments have clashed for years over balancing law enforcement access
and user privacy” (Gurman). “If we're going to embrace these technologies, then there
has to be protections in there that are really connected to our system of government, to
our laws...such that they enhance our lives versus diminishing them. | think there's a
balance to be had where privacy and public safety can coexist...creating safe
environments where people feel comfortable exercising their first amendment
rights” (Jordan, 5.2). “l think in law enforcement we're coming to the realization,
particularly regards to civil unrest and doxing, to protect our privacy a little bit
more” (Jordan, 6.2).

These leaps in biometric technology can provide significant improvement in
identifying perpetrators as well as curtailing potential crimes. Its impact on the safety
of the community is essential for collaboration and engagement with city and
community leaders, as well as the citizens that will benefit from its implementation.

It would be just as irresponsible to close our eyes to this technology that can improve
public safety, as it is to use it without the proper safeguards of protecting our

communities’ trust and privacy rights.
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